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Abstract: Academic dishonesty (AD) is a prevalent global issue in higher education institutions (HEIs).
The nature of students’ AD has evolved over the years, questioning the objectives of higher education
and negatively affecting learning outcomes. This study aimed to identify the key characteristics of
publications related to AD from 2010 to 2024, determine factors contributing to students’ AD, and
suggest mitigation strategies. This study systematically analysed 49 journal articles published between
2010 and 2024, following the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines to ensure transparency and reproducibility of the findings. These guidelines offer
a structured framework for identifying, screening, and including relevant literature, which minimizes
selection bias and captures all pertinent studies. Students’ AD can be categorized into five major
themes: internal factors (individual level), external factors (institutional level), situational factors,
technological factors, and social and cultural factors (societal level). The study also reported that HEIs
are required to implement comprehensive approaches such as pedagogical, institutional, sociocultural,
technological, and individual student monitoring to mitigate students’ AD. This study also underscores
the importance of regular modification of academic honour codes and policies, along with support
programs such as academic integrity training and awareness, to enhance students’ knowledge and skills
regarding ethical behaviour. This study offers insights for educators and policymakers to effectively
address AD. This study enhances the existing literature and strengthens students’ academic integrity.

Keywords: Academic Dishonesty, Artificial Intelligence, External Factors, Higher Education, Internal
Factors

1. Introduction

Academic integrity is fundamental to higher education, embodying values such as honesty,
trust, and responsibility (International Center for Academic Integrity [ICAI], 2021). It is crucial to create
an ethical and transparent learning environment in which institutions cultivate students with strong
moral principles while adhering to academic honour codes and institutional policies. Alguacil et al.
(2024) defined academic dishonesty (AD) as misconduct including cheating, plagiarism, falsification,
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and falsification with personal, professional, ethical, and legal ramifications. In this study, AD is
considered as any unethical student behaviour intended to gain an unfair academic advantage. The term
AD is synonymous with academic misconduct and integrity violations.

AD has long been of concern in higher education. History shows that even severe penalties for
cheating and plagiarism have not eliminated such behaviours (Anderson & Obenshain, 1994). The issue
of students’ AD persists around the world despite strict punishment and policy guidelines. Cantiello
and Geschkehig (2024) highlighted that the rise of the Internet and online resources such as generative
Al (GenAl) made AD easier for students, leading to punitive institutional responses and minimal
educational interventions. Manoharan et al. (2021) revealed that contract cheating (in which students
hire others to complete their assignments) using online services has gained popularity. Stephens et al.
(2021) revealed that Internet-based resources have facilitated AD, and higher education institutions
(HEIs) have introduced integrity tutorials and preventive education as preventative measures. However,
challenges such as contract cheating and cheating on unsupervised assessments persist, and the COVID-
19 pandemic increased cheating due to remote learning conditions. Lancaster and Cotarlan (2021)
showed a 196.25% increase in test questions related to cheating during a five-month period from 2019
to 2020, suggesting a correlation between heightened reporting and increased instances of misconduct.
Other studies have found that students were more likely to resort to unauthorized resources,
collaboration, and contract cheating during the pandemic (Srirejeki et al., 2022).

Recently, digital technology and artificial intelligence (AI) tools have made AD more
sophisticated. Such technology has transformed educational practices and given rise to new dilemmas.
As Al tools become more accessible, students increasingly rely on digital resources, often blurring the
line between independent work and external assistance. Al-powered tools like ChatGPT have created a
complex landscape where distinguishing between authentic student output and machine-assisted work
is an ongoing challenge for educators (Oravec, 2023). Several studies have highlighted that students’
AD undermines both their academic integrity and social values (Chiam et al., 2021), in addition to
eroding the reputation of institutions and the credibility of their degrees and accreditations. Roe (2022)
noted that students who complete their education dishonestly may struggle to prove their qualifications
during employment assessments. Aziz et al. (2024) revealed that student engagement in online learning
is mainly driven by content quality and peer interaction rather than technology or instructor influence,
which may also relate to self-regulation challenges linked to academic dishonesty. Ignoring AD risks
eroding public trust in higher education and fostering dishonesty among students.

Although research has addressed AD, gaps remain, particularly regarding the influence of Al
and other technology. Understanding factors such as temptation and contextual influences is essential
for developing effective mitigation strategies. Therefore, there is an urgent need for a systematic
literature review to identify the factors that contribute to students’ AD and synthesize mitigation
strategies for HEIs. This study aimed to identify the factors that influence students’ AD and synthesize
approaches to mitigating these violations by addressing the following research questions:

1. What are the characteristics of research on AD published from 2010 to 2024?
2. What factors influence students’ AD in higher education?
3. How can HEIs mitigate students’ AD?

This systematic literature review adhered to the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) 2020 guidelines, following the 27-item checklist to ensure
methodological rigor, transparency, and reproducibility. The PRISMA 2020 guidelines provide a
comprehensive framework for conducting systematic reviews, covering all essential stages from
identifying and selecting studies to appraising and synthesizing data. This study contributes to the
literature by offering a comprehensive analysis of AD in higher education in 2010-2024. It examined
the key factors influencing unethical behaviour, such as technological advancements and shifts in
student attitudes. It also assessed the effectiveness of various interventions and educational strategies
aimed at reducing academic violations. By emphasizing a shift from punitive to preventative measures,
this study provides valuable insights for developing robust academic integrity frameworks. This paper
is organized as follows: Section 2 reviews the research on AD, Section 3 outlines the materials and
methods used, Section 4 presents the findings and recommendations, and Section 5 concludes with the
study’s limitations and implications.
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2. Literature Review

Academic integrity is fundamental to the mission of HEIs and represents a commitment to
honesty, trust, fairness, respect, responsibility, and courage in education and research. Violations such
as cheating, plagiarism, and data falsification undermine the integrity of the academic process and the
credibility of qualifications (Srirejeki et al., 2022). AD encompasses behaviours such as cheating,
plagiarism, falsifying research, and the unauthorized sharing of academic work intended to gain an
unfair advantage (Désiron & Petko, 2023).

AD has persisted in higher education throughout history. Initially limited to cheating and
plagiarism, its scope has expanded over time. With the advent of Al and machine learning, new forms
of AD have emerged, such as collusion, electronic cheating, and contract cheating (Khoo & Kang,
2022). Between 2010 and 2019, practices such as plagiarism and exam cheating via mobile devices
became more common (Noorbehbahani et al., 2022). The COVID-19 pandemic further exacerbated this
issue, leading to increased plagiarism and sophisticated cheating methods driven by a shift to online
learning and reduced oversight.

From 2020 to 2024, AD surged, largely influenced by the widespread shift to online learning
due to the COVID-19 pandemic. The most common types include increased plagiarism, especially
through the use of Al tools and text generators; more sophisticated forms of cheating during online
exams via proctoring workarounds; and rampant contract cheating facilitated by freelance platforms.
The rise of Al-driven writing tools has further blurred the lines of originality. The reasons for this spike
include pressure to adapt to online learning environments, reduced monitoring in remote settings, stress
and uncertainty during the pandemic, and the temptation to misuse easily accessible digital tools to meet
deadlines or academic expectations (Ives & Cazan., 2024).

The pandemic led to a notable increase in academic integrity breaches in online learning
environments. Online assessments, with their capacity for widespread student collaboration and the
ability to transcend geographical and time boundaries, have intensified competition for top grades
(Manoharan et al., 2021). Consequently, instances of academic violations such as misrepresentation or
intellectual theft are more frequent in online courses than in traditional classroom settings. MacLeod
and Eaton (2020) reported that 53.1% of respondents admitted to committing such violations online.
Advancements in technology have exacerbated integrity breaches. Students increasingly rely on
electronic devices and the Internet’s “cut-and-paste” culture to replicate existing work. Oravec (2023)
found that Al-powered chatbots offered students a convenient way to generate content for assignments
and exams.

Dishonesty is driven by factors such as peer and parental pressure, exam difficulty, and the
desire to achieve high grades (Mukasa et al., 2023). Additional factors include low self-esteem, poor
time management, heavy workloads, anxiety, and a focus on grades over learning (Chiam et al., 2021).
Mukasa et al. (2023) identified several contributing factors, including ease of copying and pasting from
the Internet, low risk of detection, time constraints, ineffective teaching methods, and a lack of
systematic education in academic writing and paraphrasing skills.

Nushi et al. (2017) found that students were more likely to resort to plagiarism when tasks were
too difficult. The pressure to complete tasks within a given time, fear of failure, potential penalties, and
unfamiliarity with the topic all contribute to the occurrence of plagiarism (Mukasa et al., 2023).
Furthermore, most participants expressed the belief that cheating, and plagiarism are more widespread
in online courses. This perception stems from students’ ability to replicate answers effortlessly by
copying and pasting, seeking assistance from peers, and even outsourcing assignments to ghostwriters.

Thomas (2017) examined the factors that contribute to academic integrity violations in both
individual and cultural contexts. The findings suggested that personal and group dynamics play
significant roles in students’ decisions to engage in misconduct. For instance, parental pressure to
achieve high grades combined with observing peers who benefit from cheating can drive students to
follow similar paths. This pursuit of an unfair advantage reflects not only a desire for better grades but
also a preference for completing degrees with minimal effort, thereby neglecting genuine knowledge
and skill development.

Mutalip et al. (2023) identified the following contributors to AD in online settings: inadequate
preparation, perceptions of online classes as less effective, and student attitudes during virtual learning.
The pursuit of good grades is a major motivator for misconduct. The majority of studies examining
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academic integrity violations in higher education use social learning theory; for instance, Chiang et al.
(2022) found that rationalization, pressure, and lack of academic ability had significant effects on
students’ dishonest behaviours. Moreover, Al Serhan et al. (2022) revealed that pressure to maintain
scholarships and win awards has a positive relationship with AD, and Mukasa et al., (2023) supported
the significant effect of perceived peer dishonesty on AD and found cultural differences to be
significant.

Daud et al. (2019) revealed that existing plagiarism detection software such as Turnitin can
help spot copied work, while secure exam platforms prevent cheating during online assessments. These
tools enhance the credibility of academic evaluations and serve as deterrents to potential violators.
Therefore, HEIs must regularly update and train faculty members on the use of these technologies to
maintain their effectiveness. Implementing these systems creates a strong culture of accountability in
academia.

Cantiello and Geschke (2024) suggested that institutions should clearly define what constitutes
academic misconduct and outline the consequences of violations. Policies should not only focus on
punitive measures, but also promote academic honesty as a core value. Making these policies accessible
and regularly reinforcing them through faculty and student orientation can ensure widespread
understanding. Clarity helps students make informed choices and reduces inadvertent violations.

Courses and workshops on digital literacy can equip students with the skills to navigate
academic research, collaborate online, and use technology without compromising their integrity (Khan,
2024). Dalim et al. (2022) revealed that critical thinking skills are a key focus of global education
systems to equip students with 21st-century competencies; therefore, developing these skills is essential
to reduce academic dishonesty. Hamzah et al. (2025) further recommended that instructors ensure
learning environments support the development of students’ soft skills, which may contribute to ethical
academic behaviour in higher education. Encouraging ethical behaviour in the digital space builds a
foundation for responsible use in academic and professional careers. In this way, institutions can
mitigate the misuse of digital tools in academic work. This literature review highlighted the importance
of educational ethics and addressed AD in higher education. As technology evolves, maintaining
integrity becomes more challenging. Institutions must create ethical learning environments to ensure
that students receive a quality education and earn legitimate qualifications.

3. Materials and Methods

This study followed the PRISMA guidelines for systematic reviews and meta-analyses,
ensuring clear data collection, description, and analysis. The PRISMA framework allows for the
transparent tracking of data gathering, evaluation, and synthesis (Sarkis-Onoftre et al., 2021; Page et al.,
2020).

3.1 Database Search and Search Terms

The review began with a comprehensive search of the Scopus and Web of Science databases.
The search retrieved 2,176 research papers, as shown in Table 1.

Table 1

List of database search strings for this study

Database Search Strings
Scopus “academic dishonesty” OR “academic misconduct” OR “academic fraud” OR
“cheating” OR “plagiarism” OR “academic corruption” OR “academic integrity
violation”
AND

“higher education” OR “tertiary education” OR “secondary education” OR
“advanced studies” OR “undergraduate studies” OR “graduate studies” OR
“postgraduate education” OR “degree program” OR “bachelor program” OR
“master program”
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Web of “academic dishonesty” OR “academic misconduct” OR “academic fraud” OR
Science “cheating” OR “plagiarism” OR “academic corruption” OR “academic integrity
violation”
AND

“higher education” OR “tertiary education” OR “secondary education” OR
“advanced studies” OR “undergraduate studies” OR “graduate studies” OR
“postgraduate education” OR “degree program” OR “bachelor program” OR
“master program”

3.2 Inclusion and Exclusion Criteria (Screening)

After retrieving the initial 2,176 records, the results were exported to Microsoft Excel for
further processing. A duplicate identification formula was applied, which flagged 381 duplicates,
leaving 1,795 unique papers. The inclusion of full-text articles followed independent assessments by
both authors, ensuring that the selected papers adhered to the eligibility criteria outlined in Table 2.
Table 2

Inclusion and exclusion criteria

SL Criteria Inclusion Exclusion
1 Timeframe 2010 <2024
2 Language English Non-English
3 Article Type Journal (Only research Non-journal (Book chapter,
articles) conference proceedings, report,
notes, editorial, etc.)
4 Availability Full-text articles Non-availability of full text

During this phase, 956 articles were excluded for the following reasons: 166 were published
outside the research period, 107 were non-English publications, 608 were non-journal articles, and 75
were unrelated to education. After screening, 839 papers were retained for further evaluation.

33 Eligibility

At this stage, additional screening was conducted to ensure that the full-text articles aligned
with the study’s research objectives and questions. Of the 839 papers, 790 were excluded for the
following reasons: 67 were not empirical studies, 295 were unrelated to AD, 257 focused on AD outside
of higher education, 60 had no full text available, 25 were not peer-reviewed, and 86 lacked the
necessary methodological rigor. After screening, 49 articles were included in the final reference list.

Metadata from these 49 articles were imported into Mendeley, a reference management tool,
for organization. The selected papers were sorted by publication year and listed alphabetically by first
author. The qualitative data were validated with the consent of both authors. To ensure the integrity of
the review, the literature was critically analysed in phases using the PRISMA quality checklist. The
first phase focused on title and abstract themes, excluding content that was irrelevant to the study, such
as editorials, indices, news articles, and book reviews. The method employed in this review consisted
of four steps with predefined inclusion and exclusion criteria to ensure a systematic selection of the
literature. Figure 1 presents the PRISMA flowchart used in this review process.

285



Asian Journal of University Education (AJUE)
Volume 22, Number 2, June 2026

Figure 1

PRISMA flow diagram of the literature search process (Page et al., 2020)
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34 Data Extraction and Analysis

Once the relevant studies were identified, the next step involved organizing and formalizing the
raw data. The data were systematically coded and descriptive labels were assigned to various themes
and concepts related to AD. This facilitated the organization and interpretation of data in relation to the
research questions. Recurrent themes and patterns were identified, providing insights into common
challenges related to academic integrity in higher education.

Each identified theme was reviewed for consistency and relevancy across the datasets. The next
step involved defining and outlining the scope of each theme to ensure that the research objectives were
addressed directly. The finalized themes were then labelled for ease of reference and understanding.

We employed the qualitative data analysis software Atlas.ti to systematically code and organize
the literature. This tool allows researchers to group factors effectively and consistently identify themes
across studies. Using these methods and tools, this study successfully identified key trends, patterns,
and gaps in the literature on AD between 2010 and 2024. This systematic data extraction and analysis
process culminated in a comprehensive report highlighting the key themes and challenges within the
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academic environment. This report provides valuable insights into the recurring issues and offers a
foundation for addressing AD in higher education.

35 Assessment of Risk Bias

This study used the Cochrane Risk of Bias tool (RoB 2.0) to assess bias and ensure credibility
and reliability. The assessment focused on five key domains: randomization, deviations from intended
interventions, missing outcome data, outcome measurements, and the selection of reported outcomes.
Bias may arise in various areas. Randomization bias occurs when the process of assigning participants
to groups is flawed, whereas deviations from the intended interventions occur when there is a significant
departure from the planned study protocol. Missing outcome data introduce bias when the results are
incomplete or poorly handled, thereby affecting the accuracy of the study. Measurement bias occurs if
the methods used to collect data are inconsistent, and selection bias arises when only favorable results
are reported, skewing the conclusions.

We conducted a bias assessment across 49 studies using Robvis software as shown in Figure 2.
This process classified studies based on risk levels (low, moderate, or high) in five domains. Most
studies demonstrated a low risk of bias, particularly in randomization and outcome measurements,
indicating strong methodologies. However, concerns were noted regarding missing outcome data and
selective reporting, which could affect the overall validity. Studies with a high risk in these areas are
particularly vulnerable to skewed findings (McGuinness & Higgins, 2020). Although most studies
exhibited a low risk of bias, addressing issues such as missing data and selective reporting is essential
for enhancing transparency. Improvements in these domains would significantly boost the reliability of
future research outcomes and ensure more effective interventions.

Figure 2

Summary of risk bias assessment (n=49)

Bias arising from the randomization process

Bias due to deviations from intended interventions
Bias due to missing outcome data

Bias in measurement of the outcome

Bias in selection of the reported result

Overall risk of bias

0% 25% 50% 75% 100%

. Low risk D Some concerns . High risk . No information

3.6 Operational Definitions

Academic dishonesty encompasses various forms of misconduct, including cheating,
plagiarism, falsification, and other violations, all of which can have significant repercussions in
personal, professional, ethical, and legal domains (Alguacil et al., 2024). Cheating is obtaining or
attempting to obtain academic credit dishonestly, including during tests and exams. Plagiarism is the
unauthorized use of someone else’s work or ideas, presenting them as one’s own (Devlin & Gray, 2007).
Falsification refers to manipulating research materials, equipment, or processes and altering or omitting
data for an unfair advantage. This includes providing false excuses for deadline extensions and
obtaining answers from individuals who have already completed a test (Hughes & McCabe, 2006).
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4. Findings
4.1 Characteristics of Publications from 2010-2024

Table 3 summarizes the key characteristics of the 49 research papers and provides insights into
the distribution of publications by year, author category, geographical region, and database. The most
papers (18%) were published in 2023, followed by 2016 (16%). Other notable years were 2015 and
2021, each contributing 10%. Earlier years (2010-2014) showed lower contributions, with percentages
ranging from 2% to 8%. This suggests a growing interest in the topic, with a noticeable spike in 2023.
In terms of author categories, the majority of papers (80%) were co-authored. This indicates a strong
preference for collaborative research in this field, which could lead to more comprehensive and
multidisciplinary studies.

As for region, the majority of the studies originated in Europe (39%), followed by North
America (27%) and Asia (24%). Smaller contributions were from Oceania (8%) and Africa (2%),
reflecting the geographical concentration of research in more developed regions. This regional
distribution suggests that academic integrity and related research are heavily concentrated in Western
and developed countries, with fewer contributions from developing regions. Finally, as for source, there
was a nearly even split between Scopus (53%) and Web of Science (47%). This indicates that the
included papers were drawn from highly reputable and widely recognized academic sources, ensuring
credibility and robustness.

Table 3

Characteristics of the included papers (n=49)

No. Included

Items Year Papers Percentage (%)
2010 2 4%
Year-wise Publications 2012 1 2%
2013 2 4%
2014 4 8%
2015 5 10%
2016 8 16%
2017 4 8%
2018 1 2%
2019 3 6%
2021 5 10%
2022 3 6%
2023 9 18%
2024 2 4%
Author Category Co-Authors 39 80%
Single Author 10 20%
Europe 19 39%
North America 13 27%
Region-wise Publications Asia 12 24%
Oceania 04 8%
Africa 01 2%
No. Papers from Each
Database Scopus 26 53%
Web of Science 23 47%
Total Included Papers 49 100%
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Figure 3 shows the total number of citations received for research publications from various
academic publishers, indicating their impact on the field. The total number of citations across all
publishers was 1,475. Some publishers had a significantly higher number of citations than others.
Springer had 356 citations. BMC had 115 citations and National Research University — Higher School
of Economics had 105. Other high-performing publishers included IGI Global with 103 citations,
Palgrave Macmillan Ltd with 75, and MDPI with 62.

On the other hand, some publishers, such as Academic Conferences Limited, Bentham Science
Publishers B.V., and CRC Press/Balkema, had zero citations, suggesting either a lack of presence or
influence in the academic discourse or possibly a more niche focus. Similarly, John Wiley and Sons
and the Mediterranean Center of Social and Educational Research registered no citations. Other
publishers, such as Churchill Livingstone (42 citations), Pergamon-Elsevier Science Ltd (41), and Johns
Hopkins University Press (40), occupied the mid-range, indicating a respectable academic impact.
Smaller contributors, such as BioMed Central Ltd (9 citations), IEEE Computer Society (7), and the
Journal of Information Systems Education (12), demonstrated limited but specialized contributions to
the literature.

Figure 3

List of publishers and citation count (2010-2024) (n=49)

Sum of Citiations
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4.2 Influencing Factors of Academic Dishonesty

The analysis of 49 research articles on AD in higher education identified five key themes:
internal, external, situational, technological factors (Al), social, and cultural. These themes revealed the
complex nature of the issue. Internal factors encompass demographic variables such as age, sex,
academic year, and cumulative grade point average (GPA). Younger students and those with lower
GPA s tend to engage in dishonest behaviours more frequently. Motivations such as pursuit of academic
achievement, fear of poor grades, and personal pride also drive unethical practices. Additionally,
individual attitudes such as disinterest in learning or laziness increase the risk of AD.

External factors focus on institutional influences. Ineffective assessment systems,
overwhelming assignments, and tight deadlines encourage unethical behaviour. Weak teacher—student
relationships and ineffective teaching styles contribute to disengagement, further increasing the
likelihood of dishonesty. Additionally, inadequate integrity practices, improper enforcement of honour
codes, and a low risk of detection foster a cheating culture.

Situational factors include contextual influences such as peer pressure and financial strain,
which can normalize dishonest behaviour. Technological factors (Al) include easy access to Al tools, a
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lack of clear policies regarding their use, and insufficient training in Al ethics, all of which exacerbate
AD. Social and cultural factors emphasize the societal expectations of high GPAs, competitive job
markets, and parental pressure, which prompt students to prioritize grades over ethics. These pressures,
along with national leadership that emphasizes academic performance, significantly influence students’
attitudes toward dishonesty.

Figure 4

Themes and sub-themes of academic dishonesty (AD) (n=49)
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4.3 Solutions to Academic Dishonesty

The review identified key themes and sub-themes that encompass a variety of strategies. These
themes reflect diverse interventions and approaches adopted by educational institutions worldwide. The
major themes included pedagogical, institutional, and sociocultural approaches; technological
solutions; and individual student monitoring. Pedagogical approaches emphasize redesigning curricula
to incorporate academic integrity, promote ethical development, and provide opportunities for skill
enhancement through workshops and tutorials on academic integrity.

Institutional approaches focus on creating transparent policies, fostering an ethical climate, and
ensuring the effective implementation of honour codes. Sociocultural approaches aim to promote
community integration and cultural awareness, thereby reducing societal pressures that contribute to
dishonesty. Technological solutions include tools such as plagiarism detection, Al content monitoring
systems, enhanced exam security measures, and proctoring systems designed to prevent dishonest
behaviour.

Finally, individual student monitoring involves offering consistent feedback, counselling
students on the consequences of dishonesty, and closely tracking performance so as to intervene early.
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This analysis underscored the multi-faceted nature of AD and highlighted the need for a holistic
approach to combat it effectively. The themes and sub-themes are presented in Figure 5.

Figure 5

Themes and sub-themes of approaches to AD (n=49).
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— * Providing Regular Feedback on Student Performance
|| lnsd"l:("(:,:?l > Counseling and Guidance on the Consequences of
Monitoring Academic Dishonesty
- « Continuous Monitoring of Performance and Behavior
5. Discussion and Implications

Students’ AD has long been an issue in higher education. The objective of this study was to
review, synthesize, and interpret the findings of 49 papers published between 2010 and 2024. While
reviewing the literature aligned with the first research objective, we noticed changes in the nature and
severity of students’ AD over the past decade (Honny et al., 2010; Ghimire et al., 2024). Consequently,

researchers worldwide have published studies aimed at reducing AD.
The findings from the studies included in this review also revealed that before the COVID-19

pandemic, AD research primarily focused on individual and situational factors influencing dishonest
behaviour (Wu & Cheung, 2012). However, the pandemic drew attention to the effects of remote
learning and technological advancements, emphasizing external factors such as institutional pressure
and the dynamics of online environments (Song, 2024; Désiron & Petko, 2023).
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Cotton et al. (2024) revealed that Al tools such as ChatGPT provide benefits, including
increased student engagement, collaboration, and accessibility. The study further reported that Al tools
raise concerns about academic honesty and plagiarism in HEIs. Furthermore, Tossell et al. (2024) found
that 33% of the 1,000 students surveyed used ChatGPT for assignments; however, 75% considered this
to be cheating. Therefore, there was an urgent need to conduct this systematic literature review to
synthesize previous findings, determine the influencing factors of students’ AD, and suggest mitigation
strategies. The following paragraphs describe the factors influencing AD and highlight approaches to
mitigating it.

5.1 Factors Influencing Students’ Academic Dishonesty in Higher Education

AD poses a serious threat to HEIs. Students’ AD affects the objectives of higher education and
raises doubts about their academic achievement. Furthermore, it harms the reputation of institutions and
global institutional accreditation partnerships. As pressure on students increases, behaviours such as
plagiarism and cheating become more common in HEIs, along with unauthorized collaboration,
falsification, and misrepresentation to gain an unfair advantage. Factors influencing students’ AD were
categorized into five key themes: internal factors (individual level), external factors (institutional level),
situational factors, technological factors, and social and cultural factors (societal level).

5.1.1 Internal Factors

Demographic factors such as age, gender, and academic year influence students’ tendencies
toward AD. Honny et al. (2010) examined the influence of student variables such as gender, age, and
education level, along with honour codes and other contextual factors, on academic integrity violations
in the US. They found that gender affected dishonest practices, with male students exhibiting a higher
propensity for such behaviours. The study further reported that first-year students are more likely to
engage in dishonest behaviour than seniors, largely because of their lack of awareness of institutional
policies and the perception that the likelihood of being caught is low. Cheng et al. (2021) replicated
these findings in Taiwan.

Students often strive for higher GPAs to meet their job requirements and parental expectations.
A Russian study by Shmeleva and Semenova (2019) reported that students are more likely to engage in
malpractice if they pursue the performance goals of obtaining good grades or showing how smart they
are. Wu and Cheung (2012) indicated that Chinese university students’ fear of low grades, failing
exams, or disappointing their parents can push them toward unethical practices. The desire for personal
success can create a conflict between the effort required for genuine achievement and temptation to
resort to dishonesty as a quick solution. Consequently, many students view dishonest behaviour as a
means of meeting self-imposed or external expectations, such as scholarship criteria or job prospects.

Shmeleva and Semenova (2019) examined students’ attitudes and behaviours related to AD and
found that personal views of learning and responsibility significantly impacted dishonest actions.
Similarly, Cheng et al. (2021) and Nehls (2014) noted that students lacking interest in learning are more
inclined to cheat, failing to recognize the intrinsic value of knowledge, increasing course demands,
pressures from work and family to do well, and a lack of time due to full-time employment. Striepe et
al. (2023) found that attitudes that diminish the importance of academic integrity or justify dishonesty
increase the likelihood of violations. These internal factors underscore the importance of fostering
positive attitudes toward learning and ethical behaviours in academic settings.

5.1.2 External Factors

AD is closely linked to assessment and evaluation systems. Ramorola (2014) found that
assessments reliant on memorization and quizzes often encourage dishonest behaviour as students can
easily replicate answers. Désiron and Petko (2023) indicated that inadequate assessment methods or
excessive reliance on high-stakes exams can lead students to view dishonesty as the only route to
success. The pressure from challenging exams and numerous assignments often creates stress, pushing
some students toward dishonest practices. This highlights the need for balanced and fair assessments
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that emphasize authentic learning rather than rote memorization to mitigate the temptation of
dishonesty.

Shmeleva and Semenova (2019) explored the relationship between students and teachers,
finding that this dynamic significantly influences students’ attitudes toward academic integrity. Poor
student—teacher relationships, characterized by a lack of trust and communication, can lead to
disengagement and increased dishonesty. Lang et al. (2013) highlighted that when students feel their
teachers are indifferent to their progress, their motivation to make honest efforts may diminish.
Ineffective teaching methods that fail to engage students can also result in dishonest practices as
students cope with a lack of understanding. Thus, fostering supportive teacher—student relationships is
crucial for encouraging ethical behaviour.

Cheng et al. (2021) conducted a study in Taiwan following social cognitive theory and the
theory of planned behaviour to explore the relationship between ethical attitudes and AD and the
moderating effect of ethical climate on the relationship with AD. They concluded that a highly ethical
climate strengthens the negative relationship between ethical attitudes and AD. On the other hand,
Stoesz and Eaton (2022) conducted a study in publicly funded universities in Canada using a qualitative
research design. They extracted data related to five core elements of exemplary academic integrity
policies (i.e., access, detail, responsibility, approach, and support). The results revealed that most
documents pointed to punitive approaches to academic misconduct based on the notion that it results
from a lack of morality.

Institutions with weak academic integrity tend to experience more dishonesty. Factors such as
unclear integrity policies, lax enforcement of honour codes, and perceived minimal penalties contribute
to this issue (Mohanty, 2016). When students perceive dishonest behaviour as low risk, they are more
likely to engage in it. Therefore, HEIs should establish robust academic integrity frameworks that
clearly communicate their policies and the consequences of violations to reduce misconduct.

5.1.3 Situational Factors

Numerous studies have highlighted the influence of peers on students’ AD. Shmeleva and
Semenova (2019) found that peer pressure significantly contributes to dishonest behaviour. Similarly,
Clinciu et al. (2021) discovered that peer approval of cheating could cultivate a culture of academic
misconduct. Furthermore, it also argued that in some environments, dishonesty is normalized, with
students justifying their actions by believing that “everyone is doing it.” It can be difficult to resist this
group mentality, particularly among students seeking social acceptance. To counter peer pressure,
institutions must create a culture of integrity in which academic honesty is prioritized.

Financial pressures, such as maintaining scholarships or paying tuition, can drive students
toward AD (Owen, 2016). The stress of meeting financial obligations alongside academic demands can
lead students to prioritize immediate survival over long-term learning and integrity. Institutions should
implement support systems, including scholarships, financial aid, counselling, and academic resources,
to help students navigate these pressures and make ethical decisions.

5.1.4 Technological Factors

The rise of technology such as Al has created new challenges for maintaining academic
integrity. Song (2024) and Cotton et al. (2024) found that students’ easy access to Al-powered platforms
to generate essays or complete assignments facilitated cheating. Many institutions are yet to establish
clear policies regarding Al usage, which exacerbates this issue. Without well-defined guidelines,
students might not fully understand the ethical boundaries associated with these tools. In addition, a
lack of Al training makes students vulnerable to misuse. To address these challenges, institutions must
develop clear policies and provide training on the ethical use of Al

5.1.5 Social and Cultural Factors
Societal and cultural pressures significantly shape students’ attitudes toward academic

integrity. Ghimire et al. (2024) found that parental expectations of high GPAs, societal recognition of
academic success, and religious views on dishonesty influenced students’ academic approaches. Intense
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competition in the job market exacerbates these pressures, making students feel that their academic
performance is directly linked to their future success (Davies & Al Sharefeen, 2022). Additionally,
political and institutional strategies that prioritize grades over ethics send incorrect messages to students
(Steenkamp & Robertson, 2016). To effectively address these societal factors, there must be a shift in
how academic success is perceived, with greater emphasis on integrity and personal growth rather than
solely on numerical achievement. Institutions should collaborate with societal stakeholders to promote
a holistic approach to education that values ethics and achievements.

5.2 Approaches for Mitigating Academic Dishonesty in HEIs

Exploring the existing research revealed several themes that shed light on the complex
dynamics of AD. We organized five key approaches—pedagogical, institutional, sociocultural,
technological, and individual student monitoring—into sub-themes to identify patterns and
relationships among the various factors involved.

5.2.1 Pedagogical Approaches

To combat AD, integrating integrity into the curriculum is essential. Dietz-Uhler and Hurn
(2011) advocated alternative evaluation methods such as group projects and oral exams to decrease
reliance on high-stakes testing and reduce cheating opportunities. In addition, fostering critical thinking
and presentation skills encourages deeper engagement with the material, making students less likely to
resort to dishonest practices. Furthermore, Cheng et al. (2021) and Zinchenko et al. (2021)
recommended planning ethical courses or educational policies for educational institutions with more
emphasis on AD and other relevant issues.

Engaging teaching strategies can help foster a culture of academic integrity. Powell and Singh
(2016) recommended incorporating active learning techniques, such as case studies and discussions, to
motivate students and enhance their understanding. Furthermore, building collaborative learning
environments encourages students to support each other, thus reducing their temptation to cheat.

5.2.2 Institutional Approaches

Establishing clear academic integrity policies is crucial for deterring dishonest behaviour.
Stoesz et al. (2019) found that well-defined policies and transparent consequences could significantly
reduce the incidence of AD. This study further recommends involving students in the development of
these policies, as this encourages ownership and adherence. Institutions must consistently communicate
their policies to students and provide regular training on academic integrity to reinforce its importance.

Supporting faculty members’ professional development to foster academic integrity in their
courses is essential. Instructors should be trained to recognize and address AD. Providing resources and
strategies to incorporate integrity into course design empowers faculty members to foster ethical
behaviour among students. Putra et al. (2023) expressed that clear administration and good interactions
between lecturers and students would increase student learning satisfaction and reduce AD.

5.2.3 Socio-Cultural Approaches

Establishing a culture of integrity within an institution is essential for mitigating AD. Tierney
and Sabharwal (2017) emphasized the importance of aligning institutional values with ethical
behaviour. Implementing initiatives such as integrity weeks, workshops, and discussions that promote
ethical decision-making fosters an environment in which students prioritize honesty (Miron et al.,
2021). Additionally, encouraging faculty members to model ethical behaviour strengthens the message
that integrity is a core institutional value.

5.2.4 Technological Solutions

Utilizing technology can help address AD. Dietz-Uhler and Hurn (2011) recommended
adopting online assessment tools that minimize opportunities for cheating, such as randomized question
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banks and time-limited exams. Ramorola (2014) suggested that technology can support originality
checks through plagiarism detection software, thereby ensuring that students submit their work with
integrity. Providing students with technology training can empower them to responsibly navigate
academic challenges.

Institutions should establish guidelines for responsibly using Al. Song (2024) suggested that
educating students about the ethical use of Al tools in academic work is essential for mitigating
dishonesty. Institutions can offer workshops on Al ethics and how to leverage technology for genuine
learning, rather than as a shortcut. Clear communication regarding the acceptable use of Al in academic
work is essential to maintain academic integrity.

5.2.5 Individual Student Monitoring

Regular monitoring of students’ academic performance can help identify those at risk of
engaging in dishonest behaviours. HEIs are required to implement systems that allow instructors to
track student progress and provide support when necessary. Furthermore, it is essential to launch
mentoring programs to guide students toward ethical decision-making while reinforcing the importance
of integrity. Institutions should create avenues for students to voice their concerns and seek help to
ensure a supportive environment. Radulovic (2017) recommended introducing a whistleblowing system
in HEIs to address AD.

53 Practical Implications

This study has several practical implications. First, it contributes to the existing knowledge
base. Second, it urges stakeholders such as policymakers and administrators to reassess AD detection
and strengthen integrity policies, especially in light of Al advancements. Additionally, this study
highlights the importance of increasing student awareness of AD through integrity training and ethical
standards. It advocates reinforcing academic honour codes and developing effective Al policies for
education. Finally, it calls for improved anti-plagiarism software and updates to honour codes to ensure
legal compliance while promoting ethical practices among students and guiding policymakers in
integrity and Al policy development.

5.4 Societal Implications

The rise in AD among higher education students from 2010 to 2024 mirrors broader societal
issues. It fosters unethical practices in institutions, demotivates those who uphold integrity, and breeds
mistrust in higher education. This leads to unrealistic expectations and higher unemployment rates
among graduates who fail to meet employer standards. Additionally, it may facilitate unethical
behaviour and corporate scandals in the workplace and normalize corruption, undermining the value of
genuinely qualified candidates.

6. Conclusion

AD poses a significant global challenge, worsened by technological advancements. It now
extends beyond cheating and plagiarism to include falsification, fabrication, unauthorized collaboration,
and contract cheating. The analysis of published papers from 2010 to 2024 revealed that AD has
garnered significant global attention. These papers, originating from various regions and contexts,
highlight the unique challenges each country faces in upholding academic integrity within HEIs.

The findings showed that students’ attitudes, motivations, and personal values had a notable
impact on their involvement in dishonest activities. Institutional policies, course designs, and academic
pressures are external factors that make it evident that AD requires a comprehensive approach. The
introduction of Al tools has brought about new challenges that require immediate attention from HEIs.
To address AD, universities must implement strategies in various areas. Pedagogical methods that
prioritize ethical growth through interactive learning, case studies, and reflective exercises are crucial.
Institutional changes, including defined academic honesty guidelines, honour codes, and engaged
faculty participation, are crucial. Moreover, it is important to consider the social and cultural aspects
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when establishing an academic environment that prioritizes honesty. Utilizing technological tools to
identify and stop dishonesty, along with consistently monitoring student conduct, can reduce dishonest
behaviour.

Finally, a comprehensive approach is required to effectively reduce AD by combining
pedagogical, institutional, technological, and sociocultural interventions. Institutions must regularly
update their academic policies and adjust to the challenges caused by technological advances. Programs
that provide support, such as academic counselling and workshops that concentrate on ethical
behaviour, are essential for cultivating a culture of honesty among students. This review emphasized
the significance of continuous institutional dedication in effectively addressing AD in a changing higher
education environment.

6.1 Limitations of the Study

This study has some limitations, primarily its focus on English-language articles from Scopus
and Web of Science, excluding non-English research. Additionally, it only analyzed papers published
between 2010 and 2024, missing relevant work published afterward. Overall, the study is informative
but not comprehensive and may not be applicable to all universities. Future research should extend the
timeframe and include studies in multiple languages to gain a more comprehensive understanding of
AD among higher education students.
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